KLEE Tutorial

Wednesday, April 03, 2019 2:33 PM

Install docker. See https://docs.docker.com/docker-for-windows/.
Visit http://klee.github.io/docker/ for installing Klee on docker.

S docker pull klee/klee:2.0
S docker run --rm -ti --ulimit='stack=-1:-1' klee/klee:2.0

Tutorial: http://klee.github.io/tutorials/testing-function/

The Program:
int get_sign(int x) {
if (x==0)
return 0;

if (x <0)
return-1;

else
return 1;

}

To perform symbolic execution, make the input symbolic.
int main() {

int a;

klee_make_symbolic(&a, sizeof(a), "a");

return get_sign(a);

}

S cd klee_src/examples/get_sign

S clang -1 .../../include -emit-llvm -c -g -00 -Xclang -disable-O0-optnone get_sign.c
S klee get_sign.bc

Note that bc refers to LLVM bitcode format.

KLEE: output directory = "klee-out-0"

KLEE: done: total instructions = 33

KLEE: done: completed paths = 3
KLEE: done: generated tests = 3

S Is klee-last/
assembly.ll  run.istats  test000002.ktest
info run.stats test000003.ktest

messages.txt test000001.ktest warnings.txt
S ktest-tool klee-last/test000001.ktest

ktest file : 'klee-last/test000001.ktest'
args  :['get_sign.bc']
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num objects: 1

object 0: name: 'a'

object O: size: 4

object 0: data: b"\x00\x00\x00\x00'
object 0: hex : 0x00000000
object0:int: 0

object O0: uint: 0

object O: text: ....

S ktest-tool klee-last/test000002.ktest
ktest file : 'klee-last/test000002.ktest'
args  :['get_sign.bc']

num objects: 1

object 0: name: 'a’'

object O: size: 4

object 0: data: b"\x01\x01\x01\x01'
object 0: hex : 0x01010101

object 0: int : 16843009

object 0: uint: 16843009

object 0: text: ....

S ktest-tool klee-last/test000003.ktest
ktest file : 'klee-last/test000003.ktest'
args  :['get_sign.bc']

num objects: 1

object 0: name: 'a’'

object O: size: 4

object 0: data: b"\x00\x00\x00\x80'
object 0: hex : 0x00000080

object 0:int : -2147483648

object 0: uint: 2147483648

object 0: text: ....

Note: Docker pull may take a while. Downloads more than a GB of data.
MINGWE4:/c/Program Files/Deocker Toolbox

Start interactive shell

5% docker pull kleesklee:2.8
2.8: Pulling from klee-sklee
18d68Ad61657: Pull complete
: Pull complete

Pull complete

Pull complete

Downloading 926.55MB-627.9MB
Download complete
: Download complete
Download complete
actf?5?8c2738: Download complete
elaf4aa5?eee: Download complete
32aabh?/?81f8: Download complete
dd?1a@7bl13c5: Downloading 65.72MB-215%.3HMB
chb5235d7e46c: Download complete
6ch34727365%e: Downloading 18.26MB-286.4MB

182f 4add6d3b: Yaiting
cfcAB6573770: Waiting
7h?55@37a5fe: Waiting
LCaafe?8%e84e: Waiting
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Docker is ready. Let us run the get_sign example.

klee@h?b2eaZ2c43ff:"rklee_srcs/examples/get_sign% klee get_sign.hc
KLEE: output directory iz "Shomeskleesklee_srcrsexamples/get_signsklee—out—1"
KLEE: Using STP solver hackend

KLEE: done: total instpuctions = 33

KLEE: done: completed paths = 3

KLEE: done: generated tests = 3
kleePh?bh2eaZ2c43ff:"“vklee_src/examples/get_sign%

Klee identified three paths and generated three corresponding tests. Here is one of them.
MINGWEL:/c/Program Files/Docker Toolbox | =NECY |""Eg"-J

kleelh?b2ea2cd3ff i~ klee_srcsexamplessget_signd ktest—tool klee—last- testBBAEA1.

*klee—last testBHHBAL . ktest’
['get_sign.bc’ ]

= bf soBB~ B8~ Bl B8’
hex = BxBEBIBOOH
int = @
uint: @
ohject B: text:- ___.
klee@h?b2ea2c43ff :"“vklee_srcsexamples/get_sign$
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